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besonacHocTb SD-WAN

3alwmTa nonb3oBaTenen, NogKAYeHHbIX
yctpouncTts n Bcero WAN-Tpadmka

[nsa obecneyeHns 6€30MacHOCTM B YCIOBUSIX MOCTOSHHO PACTYLLEro KoamyecTsa obnadHbIx
cpen SD-WAN npegnaraeT nosHyto rmbKocTb TPaHCMOPTHbBIX KaHanoB AJ1g HenocpeacTBEHHOro
nogktoUyeHns k obnaky yepes ViHTepHeT. dhdekTnBHOCTb ceTn, obecrnednBaemas SD-WAN,
co3paeT yaobHble ycnoBus Ana paboTbl Mob30BaTe e M MOMOraeT KOMMaHMAM COKpaLLaTh
3aTpaTbl. K coxxaneHuto, y BCex 3TUX NpenmyLLEecTB eCTb M 0bpaTHas CTOPOHa: HeOBXOANMMOCTb
npeobpasoBaHns koprniopatueHoii WAN-ceTu 1 dunmnanbHbix cetet B SD-WAN co3gaet
YS3BUMOCTb K YrpO3aM M AOMOMHUTENbHbIE CTIOXHOCTU B MiaHe 6€30MacHOCTM.

Kak 3amtnTb HoBYIO ceTb SD-WAN OT BHYTPEHHWX 1 BHELLHUX Yrpo3? Ecnn Bbl NiaHupyeTe
BHEpPEHMWE AOMNONMHUTENbHbBIX 3aLLMTHbBIX YCTPOWUCTB UM CEPBUCOB Kak JTIOKaNbHO, Tak U B
obnake, MoXeTe N Bbl 6e3 NpobieM MacliTabnpoBaTb MHDPACTPYKTYpPY Nnof byayliee

paclunpeHne Tpadlea? Kak CrpaBUTbCA CO CJZTOXKHOCTAMU, KOTOPbIE CBA3aHbl C Pa3BEPTbIBAHNEM

cmncTem 6e30MacHOCTU OT Pas3IMYHbIX MOCTaBLLMKOB, @ Tak>Ke C YPaBieHUEM STUMN CUCTEMaMM?
Kak HacyeT HabntogeHWs 3a TpadhMkom, mepeaaBaemMbiM B hunnansl 1Mbo mexay dpuamanamm n

LoOe

BcTpoeHHble MHCTPYMeHTbl obecnevyeHns nokanbHol 1 obnadHo 6e30nacHoCTM NO3BONAOT

N T-noapasneneHnam npenoTepallath yrpo3bl B N0ObIX MecTax: oT huUInanos, UCMOMNb3YOLLNX
pasnnyHble obayvHble yciyru SaaS nnu laaS, oo LueHTpoB 06paboTKM AaHHbIX U rNobanbHON
cetn MIHTepHeT.

[TooxoaaLmin ypoBeHb 0€30MacHOCTU B HY>)XKHOM MecCTe

BcTpoeHHbin
Full Edge Security Stack

NHTepHeT
laaS/SaaS

©

Sawwm-
LEeHHble

DIA/DCA
Matpuua SD-WAN

BcTpoeHHble BO3MOXHOCTU NOAKIIHOYEHNS 1 0becrneyeHns
6e3onacHocTy B 0bnake 3alyatoT 4ocTyn B MIHTepHeT

1 K NPUAoxeHusm Saas, a Takke NpeaycMaTprBatoT BO3MOXKHOCTb
MacLUTabUpoBaHWs C y4eTOM AanbHelLLero yBennyeHns Tpacduka.

MHTepHeT
laaS/SaaS

Komnnekchas
6esonacHocTb

WAN
@ Matpuua SD-WAN @

BcTpoeHHbIVi KOpnopaTVBHBIN MEXCETEBOW SKpaH U cuctema
npefoTBpaLLeHus BTOPXKeHUI B ONONHEHWE K hunbTpaLmm
URL-agpecos v nsonuposaxue BpefoHocHoro MO obecneunsatoT
6e3sonacHbii gocTyn k cetv WAN 1 nomoratoT cobnonats
HOpMaTVBHble TpeboBaHMs.
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[MpenmyiecTta Cisco SD-WAN
B N/1aHe 6e30nacHOCTHU:
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[locTOsHHA4 3aLMTa OT BCEX
BHYTPEHHWNX N BHELLHUX YTPO3:
oT hunmanos go laaSs.

MoBbllleHHOe yoobCcTBO

015 NOSb30BaTe s 3a cYeT
3aLLUMLLEHHOrO NPSMOro AoCTyna
K ceTn MIHTepHeT 1 kK obnaky

U,eHTpaﬂI/IBOBaHHOG Ha6mo,ueH|/|e
N KOHTPOJ1b BCEro BHYTPEHHETO,
BXoOdLero n ncxog4dLliero TpadI)MKa

CokpalleHue 3aTpaT U YyMeHbLLeHne
CNOXHOCTM CUCTEMbI 3@ CYET
MCMOIb30BaHMS OQHOro NPoayKTa
ONS OpraHn3aumm cetn, obecneyeHuns
©e3onacHOCTU 1 paboTbl c 0b1akom

Ecnuny Bac ecTb BONpoChl MO0 HY>KHa MOMOLLb
B HacTpounke SD-WAN, cBaxxmTech C Hamu:

office@netland.by
+375 44 589 89 10
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OTKpbITag UHTErpupPoOBaHHaAA apXUTeKTypPa 6e30nacHOCTH

SD-WAN ot Cisco

Cisco SD-WAN nmeeT BCTPOEHHbI MexaHn3m obecne-
YeHns 6e30MaCHOCTM Ha TOKaNIbHOM YPOBHE 1 B 0bnake,
KOTOPbI OXBaTblBAET YETbIPE KATEFOPUN: CEFMEHTALIIO
CeTun, KOPNopPaTUBHbIV MeXCEeTEBOIN IKPaH, 3aLLMLLEHHbI
BeO-ww /03 1 6esonacHoCTb Ha ypoHe DNS. B kaxkgoin

13 3TUX KaTeropuit NpeaycmMoTpeH cObCTBEHHbIN Habop
yHKuMit BeszonacHocTn. K HUM oTHOCATCS:

LLudposanue IPSec. bazosas matpuua WAN
019 3aWmTbl nokanbHoro goctyna kK WAN v npsamoro
nocTyna B VIHTepHeT.

IPS. BcTpoeHHas cucTtema npeaoTBpaLleHms BTOPXKEeHNS
B PaMKax JIOKaslbHOrO MeXCEeTEBOTrO 3KpaHa Ha 6a3e
Snort n TexHonorwuii Talos.

CpeacTBa KOHTPOSA NPUIOXKEeHUA. BCTpoeHHbIit
MexaHn3m obecrnedyeHns 6e30MacHOCTN, OXBaTbIBAOLLNIA
BCE 3/1eMEHTbI MCMOb3YEMOro CTEKA, KOTOPbI
cnocobeH koHTponnpoBsaTb bonee 1400 NpUNoXeHN ¢
MNCMNOb30BaHMEM TOKA/TIbHOrO MEXCETEBOr0 3KpaHa.

3awwmTa ot BpegoHocHoro MO. PacwmperHada dyHKLMA
3aLMTbl Ha STIOKA/IbHOM YPOBHE M Ha YpOBHe 0bnaka,
ncnonb3ytrouas BoamoxxHocTr Cisco AMP u Threat Grid
[N5 NpeaoTBpaLLeHNs/BbigBIeHNS BPedOHOCHbIX
ainnoBs 1 4N X N30N1MPOBaHNS.

Oewncbposka SSL/TLS. OyHkums 6e3onacHOCTK

C HEeOrpaHNYEHHbIMWU BO3MOXHOCTAMM MacluTabupoBsa-
HUS, KOTOPYH MOXHO MCMOb30BaTb Kak Ha ypOBHE
obnaka, Tak ¥ Ha ToKasibHOM YPOBHeE.

ObecneveHve
6e3onacHoCcTK
Ha NOKanbHOM

PBCELE YcTpaHerune

BHELUHWX Yrpo3
C BO3MOXHOCTbIO
MaclTabrpoBaHus

YcTpaHeHue
BHYTPEHHNX 1
BHELLHWX Yrpo3

BesonacHocTtb
Ha yposHe DNS

BesonacHblit
NHTEPHEeT-LW/H03

CermeHTauus KopnopatveHbiii
cetn MeXCeTeBOW 3KpaH

Cpeactea
ynpasneHns
npuso-
XKEHNAMU

LLndpo- 3awwTa
OT Bpeao-

HocHoro MO

[Hewndposa- DunbTpauus
Hue SSL/TLS URL

BaHue IPS
IPsec

®unbrpaumua URL-appecos. PacluvpeHHas dyHKLMS
3aLLUMTbI, PAaCMPOCTPAHSIOLLAACS Ha JTOKasIbHble

1 061ayYHble NIaThopMbl, KOTOpasa NCNonb3yeT bonee
80 Beb-kaTeropuii U 0XBaTbliBaeT MUIMOHbI OMEHOB
N MUNVapabl Be6-CcTpaHuL,

OCHOBHbIe NPUMepbl UCMOJIb30BaHNS 3aLLUTHbIX
byHkumin SD-WAN

O6ecneyeHre 6e30NacHOCTY NPU NPSIMOM A0OCTYyrNE B
WNHTepHeT

Cisco SD-WAN ueHTpann3oBaHHO KOHTpoNnpyeT
CBA3aHHbIN C MHTepHETOM TpadvkK C UCMOIb30BaHNEM
BCTPOEHHbIX yHKLMI Be3onacHoCcTN. BcTpoeHHble
pelleHns besonacHoCT obecneynBaroT ONTUMATbHbIN
6anaHc mexkay YpoBHEM 3aLLUMTbI U yO00CTBOM A
nosib30BaTenNs Npu NPSMom goctyne B MIHTepHeT.

Be3onacHas komnnekcHas cermeHTaums
C BO3SMOXXHOCTbIO MaCLLITa6VIpOBaHMﬂ

MOMMMO BO3MOXXHOCTY CErMEHTALLUM He TOMNbKO B pamkax
dwmnmana, Ho Takxke B LIO 1 B obnake, Cisco SD-WAN
3alUMLL@EeT Nob30BaTesNel M yCTPOCTBA B paMkax
OTAENbHOIO CerMeHTa OT JIHOObIX BHYTPEHHUX 1 BHELLIHWX
yrpo3. Cisco SD-WAN nosBonseT ynpaenaTb NOAUTUKAMM
CermMeHTaLmMn B MacliTabax BCE CeTU C MOMOLLbIO eIMHOM
naHenu, a Takxke aBTOMaTUYeCKM adanTUpoBaThCs K
TOObIM U3MEHEHUAM B CETH.

BbinosHeHWe HOPMaTUBHbIX TPe6oBaHUI

Cisco SD-WAN mncnonb3yeT KOMMIEKCHbIM MOAXOL,
K BbIMOMHEHMIO HOPMaTWBHbIX TPeOOoBaHWI, Npeanaras
BCceoObemntoLLmMii HA6OP MHCTPYMEHTOB He30MacHOCTMN.

KoMnoHeHTbI CpepncTBa 3almThl

MnockocTb ynpaBnennsi  Mopenb Zero trust

MNOCKOCTD AaHHbIX BcTpoeHHbie MexaHu3mbl
A 6e30MacHOCTM Ha NTIOKaslbHOM YPOBHE

YnpaBneHne 4OCTYNOM Ha OCHOBe

MnockocTb ynpaBneHus o
ymnp poneii n ACL

HapexHoe n 6esonacHoe obopynoBaHue,

Mnatcdhopma
dop nporpammHoe obecneyeHmne v peLeHve


https://www.linkedin.com/company/netlandby/
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